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Section 1: Project Overview 
Before we begin our discussion, I’d like to tell you about this project and explain why we are here to talk with you today. 

My name is … and I work at a crime and justice consultancy called Crest Advisory. Our work focuses on improving the criminal justice system by working with partners such as the police, government and technology companies to create positive change. 

In this project, we are working with Birkbeck College (University of London) and the Police Foundation to better understand the impact of online fraud on victims, the challenges for reporting, investigating and enforcing online fraud, current policy and practice in respect of online fraud, and key recommendations / avenues for change.

The outcomes of this research: we will publish a series of short reports, and a long form report which will be published est. Sept 2024.

In this discussion, which will last approximately one hour, we will explore your experiences of fraud, the reporting process and your recommendations for change to better support fraud victims. 

As an overview, this session will run as follows: 

	Topics for discussion
	Time (Σ)

	Section 1: Introductions, project overview 
	10 (10)

	Section 2: Experiences of fraud
	25 (35)

	Section 3: Reporting the fraud and outcomes process
	15 (50)

	Section 4: Recommendations for change
	10 (60)



Consent: Thank you for completing the online consent form. Do you have any questions before we start? 

Recording: [this is included in the consent form, but we will verbally confirm that the participant is happy for us to record the session] We would like to record this session for note taking and analysis purposes, to ensure we accurately reflect your views in our outputs. Everything you say will be treated as confidential, which means that you will remain anonymous in our final report, and the recording will be deleted at the end of the project. 

Taking part: You are not obliged to respond to any questions you are uncomfortable answering and we can skip over questions, as you like. If, at any time, you would like to pause or stop entirely, please do say so. You do not need to offer any explanation.
 If you wish to withdraw from the research after this interview for any reason, you can do so within 60 days of the interview. 

After the interview: If you feel you need support after the interview, we can give you the details of some support services.


Section 2: Understanding victim’s experiences of fraud

This section is focused on understanding a bit more about your experience of being a victim of online fraud and how the experience made you feel. 

1. To start things off, thinking back to before you were a victim of fraud, did you know much about it? Can you tell me a bit about how much you knew about fraud in general? Prompt: What did you think the risk(s) of fraud was?

2. Could you tell me a bit about the experience and what happened? When? 
Prompt: type of fraud, when/how was contact made? which parts were online? What communication was made over time? How did it happen (e.g. online financial transfer? Phishing email etc). 

3. How did becoming a victim, in this way,  make you feel?

4. Did you tell your friends/family about it?
(if so, what did you say?) How did they react? If not, why not?

5. What impact do you think being a victim of fraud has had on your life? [Probes: typical responses, did it affect other areas of your life? Do you feel like you have now overcome the experience or is there still an ongoing impact? If so, what is that impact?]

6. Reflecting back, do you think you changed your behaviour as a result of the experience? Prompt: Any changes to security, self-protection measures, vigilance? 
If yes, what do you do differently now?


     
Section 3: Reporting the fraud and the outcomes process

1. Did you report the fraud to anyone?
a. If so, who did you report it to?  (E.g. potential agencies: Action Fraud, police, bank, insurer, others).

2. [For those that didn’t report it: why didn’t they?]

3. How did you report the fraud?
Prompt: time since the crime, method of reporting

4. What was the experience of reporting the fraud like?

Outcome
5. What was the outcome (arrest, charge, conviction, sentence, NFA)?
6. Did you feel satisfied with the outcome? Prompt: Did you know where to go for help?
7. If yes/no, probe for reasons why. Prompt: What outcome had you hoped for (e.g. money back?)
8. What would have made you feel more satisfied with the outcome? Probe what could have been done differently. 

Other phases of the experience (depends on participant experience)

Police/CPS/ Courts - If perpetrator was charged/ court enforcement

 For each one, ask:
9. What was your experience of the agency?
10. What worked well? What didn’t? 

Experience generally / Support

11. How much support did you receive during the  process (Probe at each stage: reporting, investigation, enforcement, courts etc, as relevant)?
            Prompt: was it positive/ negative
Prompt: did you receive sufficient advice, information and support as the case progressed? Were you able to seek practical (e.g. financial) and emotional support to overcome the experience?  

12. Can you identify any positive examples to your experience? [Probe: any individuals/agencies particularly helpful, supportive? Did they feel satisfied with the outcome? If so, why? 

13. (If you had a negative experience),why was it negative? What do you think could have been done differently to improve your experience of the crime of online reporting fraud?

14. Do you feel better informed about how to protect yourself from fraud after the experience and after support from law enforcement?
               Yes/no probe: why?

15. Would you report again? Why, why not?


Section 4: Recommendations for change:

1. Do you think anything needs to change to better protect victims of online fraud?
Prompt: Thinking about what we have discussed so far, what do you think would make the biggest difference to fraud victims?

2. Prompt: policy changes/ legislation changes e.g. stronger sentencing/ tougher stance on it, better info sharing on how to prevent fraud and protect yourself from it, better support for victims, technology involvement (probe, what would that look like in practice ideally?)

3. Who do you think should be responsible for tackling fraud?
Prompt: police, tech companies, banks, intelligence agencies etc 

4. Test recommendations from the literature review. Provide examples of key recommendations and ask the participants to rank them, from most important to least.


Thank you for taking the time to speak with us today. 
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