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Research into the experiences and impact of online fraud
Information for interview participants 

You are invited to take part in a research study exploring the legal, policy and practice landscape of online fraud. Please take some time to read the following information carefully. We will tell you more about the research and what participation will involve. The researcher(s) will be happy to discuss this with you and answer any questions before you decide whether to participate.
 
Who is carrying out the research? 
Crest Advisory, Birkbeck College and the Police Foundation are carrying out a programme of research funded by the Dawes Trust, to better understand the impact of online fraud on victims, the challenges for reporting, investigating and enforcing online fraud, current policy and practice in respect of online fraud, and key recommendations / avenues for change. As part of this research, we would like to interview 20 fraud victims.

The study has been approved by Birkbeck’s College Ethics Committee (ref).

Crest Advisory is a crime and justice consultancy based in London. Their work focuses on improving the criminal justice system by working with partners such as the police, government and technology companies to create positive change. 

The Institute for Crime and Justice Policy Research sits within Birkbeck College and conducts research on a range of topics related to crime and justice.

The Police Foundation is an independent UK think tank focusing on improving policing for the benefit of the public.

The funders of this research are the Dawes Trust, a charity focused on tackling and preventing crime.
 
What is the purpose of the research?
Fraud victims are frequently invisible to services due to the lack of reporting but fraud does have a substantial impact on victims’ wellbeing. Not enough is known about the profile of fraud victims: who they are, where they live and what their experiences are. Not only that, but relatively little is known about the character of fraud perpetrators and how fraud should best be investigated and enforced.  This research aims to develop the evidence base to better understand who fraud victims are, how fraud impacts them, the typical profiles of perpetrators, the current policy and practice landscape and avenues for reform. Understanding more about the experiences of fraud victims, and more about the people who commit fraud, will inform recommendations to the government and the police to help tackle fraud.




Why have I been invited to take part? 
It is really important for us to hear directly from people who have been victims of fraud and who have experienced the criminal justice system.
You are invited to take part because we want to hear your views, perspectives and experiences of fraud, to understand what worked well and what did not, with a view to understanding the impact of online fraud and ultimately to shape policy and practice.  

Do I have to take part in the research? 
You are free to decide whether you would like to take part. Even if you choose to take part, you can change your mind at any point (including before, during or after the interview). You do not need to give a reason for it. If you change your mind, you can let Crest know directly. If you choose to go ahead, you can skip any questions you prefer not to answer, and stop the interview at any time. Finally, you can also choose to withdraw your data even after taking part, within 60 days of the interview. You can contact the research team at Crest to do so. 
 
What does taking part involve? 
If you choose to take part, we will set up a quick call to introduce ourselves to you, and to answer any questions you may have about this research. After this, we will invite you to take part in a one-to-one interview with a researcher at a time that is convenient to you. The interview will be carried out online, using a Teams or GoogleMeet link.
 
You will have the option to skip questions if you feel uncomfortable answering them, and you can change your mind about taking part at any point, including during and after the interview. Everyone who takes part in an interview will be compensated for their time and receive a £30 amazon voucher.
We would like to record your answers so that we have a detailed, accurate record of what you say in response to the questions. Only the research team will have access to this recording, which will be stored securely at Crest, in accordance with our Privacy Policy. The recording, transcript and all other documents which include identifiable information (such as your name and contact details, for example) will be deleted within six months after the project ends.
During the interview, we will explore your experience of fraud and your journey through the criminal justice system, from reporting the fraud to the police, to if applicable, engaging with the Crown Prosecution Service, to attending court. We appreciate that you may have different levels of involvement, at each stage, and this will be explored in the interview. Specifically, the interview will explore:
· Your feelings and insights into your treatment and engagement at each stage;
· Which parts of the process worked well (i.e. when and why you felt satisfied);
· Which parts of the process worked less well (i.e. when and why you felt dissatisfied);
· Your views on how things could / should change, to improve your experience.



What are the benefits of taking part? What might be difficult about taking part? 
Benefits: your involvement in this research could help improve the way the criminal justice system supports fraud victims in future. You will receive a £30 amazon voucher as a thank you for your time.

Risks: we understand that talking about your experiences may, at times, be difficult and upsetting. Our interviewers are well-trained in navigating discussions of this kind and will be supportive, empathetic and can signpost you to further help and support, if needed. 
 
Will my participation in the research be confidential?   
 Anything disclosed during the interview will be confidential. This means that we will not name you when we talk about the research. At the end of the research, we will write a report to discuss what we heard, but no one reading it will be able to know who we have spoken to. 
The only time we may have to tell someone else is if you tell us that you or someone else is at risk of serious harm, or being harmed. In which case we will speak to you first about any action we will take, unless it puts those concerned at further risk.
 
What will you do with the information you collect? 
 All data will be securely stored and only accessed by the research team. All information will be stored anonymously and no names will be included in any reports. Six months after the project ends, all data stored will be deleted. For more details please refer to Crest’s privacy notice.
 
What will happen to the results of the research?
This research will inform a summary report, due to be published est. Oct 2023, as well as a long-form report which will be published est. Sept 2024
 
What do I do if I have questions or concerns about my involvement in the research? 
If you would like to take part, you should speak to us or the person who shared the link to take part in this project. If you would like more information about the study, you can get in touch with us using the email address below. 
If you require any special adjustments (e.g. this information to be in large print or translated) please let us know. 

If you have any questions or concerns, please contact:
 
·  	Amber Evans, project manager: amber.evans@crestadvisory.com

If you have a complaint, you have the right to submit this to the Information Commissioner’s Office, https://ico.org.uk/.

[bookmark: _heading=h.30j0zll]Consent form for research participants (interviewees)
 
Once you have read the information, please read and respond to the following questions. Let us know if you have any questions. 
	Please indicate the appropriate response to each of the below questions.
	Yes
	No

	
1. Taking part in the study
	
	

	I have read and understood the information; understand the study; and agree to take part.
	y

	n
 

	I have had the opportunity to ask questions about the study and my participation in it, and to have them answered
	y
	n

	I consent voluntarily to be a participant in this study and understand that it is up to me to decide whether I want to take part or not.
	y
	 n

	I understand that I can change my mind about taking part in the research, even after the interview has been completed, by contacting the Crest research team. I am free to withdraw from the study by 31 March 2025, without giving a reason.
	y
	n

	I understand that everything I say will be treated as confidential. This means that the researchers will not include any details that could identify me or any other individual, or the organisation in which I work, in any published report or other output of the research. However, if I say anything that suggests I or someone else is at risk of serious harm, the researchers may report this to a relevant person or authority.
	y
	n

	My name and contact details will only be used for purposes of arranging the interview. These details will be held securely and separately from the interview transcript, and deleted within 6 months of the end of the project. 
	y
	n

	I consent to my interview being recorded for accuracy and note taking purposes. I understand that the recording will be deleted within 6 months of the end of the project.                                  
	y
	n

	I consent to Crest sharing my personal data and interview data (including the recording, transcript and notes) with Birkbeck University and/or the Police Foundation.
	y
	n

	I consent to a fully anonymised version of the interview transcript/notes being stored by Crest, in accordance with the Privacy Policy
	y
	n

	
	
	

	
	
	

	
	
	



Privacy Notice 

At Crest, we are committed to protecting and respecting your privacy. This privacy notice sets out how we will collect and use your personal data if you are a participant in research activities as part of this project. 

[bookmark: _heading=h.1fob9te]What information do we collect about you?
The personal data we collect and process about you may include your:
· full name
· email address
· the area you live in
· ethnicity
· religion
· age
· gender
· sexual orientation
· disability (physical or mental impairment)
· information revealed during the interviews which you provide with full consent
This data will be collected when you volunteer to take part in research. At the end of the project, any personal data provided by you will be anonymised and will no longer be identifiable.  
[bookmark: _heading=h.3znysh7]What is our lawful basis for processing your data? 
Crest is the data controller of your data and is relying on the lawful basis of CONSENT: our lawful basis for processing your personal data is consent (as per Article 6 (1) (a) of the GDPR)

[bookmark: _heading=h.2et92p0]Who has access to your information? 
Your information will be accessed by a limited number of researchers in Crest, Birkbeck University and the Police Foundation’s research team working on this project. Crest may disclose your information to third parties in connection with the purposes of processing your personal data set out in this notice and your data may be stored on servers located within the US. At all times, your data will be treated in accordance with the Data Protection Act (2018) and UK General Data Protection Regulation (GDPR).

These third parties may include suppliers and subcontractors who may process information on behalf of Crest. These third parties are known as data processors and when we use them we have contractual terms 

and policies and procedures in place to ensure that your personal data is protected. This does not always mean that they will have access to information that will directly identify you as we will share anonymised or pseudonymised data only wherever possible. Data processors may choose to store data in servers based in the US. We remain responsible for your personal information as the controller. 

We may also disclose your personal information if required by law, or to protect or defend ourselves or others against illegal or harmful activities

[bookmark: _heading=h.tyjcwt]What will we do with your data? 
The data collected will be used for research purposes only. Interview data will be anonymised and analysed to inform the project findings. Research findings and interview data will be published in the project team research report.

Your personal data will be securely deleted within six months  of the project completion.

[bookmark: _heading=h.3dy6vkm]Your legal rights 
Under certain circumstances, you have rights under data protection laws in relation to your personal data, including rights to: 

· Request access to your personal data: this enables you to receive a copy of the personal data we hold about you and to check we are lawfully processing it. 
· Request correction of your personal data: this enables you to have any incomplete or inaccurate data we hold about you corrected. 
· Request erasure of your personal data: this enables you to ask us to delete or remove personal data where there is no good reason for us continuing to process it. 
· Object to processing of your personal data: for example, you can object where we are relying on a legitimate interest (or those of a third party) and there is something about your particular situation which makes you want to object to processing on this ground as you feel it impacts on your fundamental rights and freedoms. 
· Request restriction of processing your personal data: This enables you to ask us to suspend the processing of your personal data. 
· Data portability: Where the processing takes place on the basis of your consent or contract, and is carried out by automated means, you have the right to request that we provide your personal data to you in a machine-readable format, or transmit it to a third party data controller, where technically feasible.
· Right to withdraw consent to the processing of your personal data: This applies where we have relied on consent to process personal data. Please note that withdrawal of consent will not affect the lawfulness of any processing carried out before withdrawing your consent. 
· Right not to be subject to decisions based purely on automated processing where it produces a legal or similarly significant effect on you. 

If you wish to exercise any of the rights set out above, please contact the Data Protection Officer with your specific request by email to: roderick.brenninkmeijer@crestadvisory.com

Ordinarily, you will not have to pay a fee to access your personal data (or to exercise any of the other rights). However, we may charge a reasonable fee if your request is clearly unfounded, repetitive or excessive. Alternatively, we may refuse to comply with your request in these circumstances.

We may need to request specific information from you to help us confirm your identity and ensure your right to access your personal data (or to exercise any of your other rights). This is a security measure to ensure that personal data is not disclosed to any person who has no right to receive it. We may also contact you to ask you for further information in relation to your request to speed up our response.

We try to respond to all legitimate requests within one month. Occasionally it may take us longer than a month if your request is particularly complex or you have made a number of requests. In this case, we will notify you and keep you updated.

Please also note that we can only comply with a request to exercise your rights during the period for which we hold personal information that directly identifies you. If we have only collected pseudonymised information (e.g. where we have not collected any names or contact details) or personal data has been irreversibly anonymised and has become part of the research data set, it will not be possible for us to comply. 

[bookmark: _heading=h.1t3h5sf]Contact details 
Crest Advisory (UK) Ltd is the controller and is responsible for your personal data collected in connection with this project. If you have any questions about this privacy notice, including any requests to exercise your legal rights in relation to your personal data, please contact our Data Protection Officer (DPO): 

Post: Crest Advisory, 2 Bath Place, London, EC2A 3DA
Email:  roderick.brenninkmeijer@crestadvisory.com

You have a right to make a complaint at any time to the Information Commissioner’s Office (ICO), the UK supervisory authority for data protection issues. We would, however, appreciate the chance to deal with your concerns before you approach the ICO so please contact us in the first instance.
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