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Fraud research

Privacy Notice 

At Crest, we are committed to protecting and respecting your privacy. This privacy notice sets out how we will collect and use your personal data if you are a participant in research activities as part of this project. 

[bookmark: _9pio69h84vc2]What information do we collect about you?
The personal data we collect and process  about you may include your:
· full name
· email address
· the area you live in
· ethnicity
· religion
· age
· gender
· sexual orientation
· disability (physical or mental impairment)
· information revealed during the interviews which you provide with full consent
· 
This data will be collected when you volunteer to take part in research. At the end of the project, any personal data provided by you will be anonymised and will no longer be identifiable.  
[bookmark: _2owmrgvxx3mx]What is our lawful basis for processing your data? 
Crest is the data controller of your data and is relying on the lawful basis of CONSENT: our lawful basis for processing your personal data is consent (as per Article 6 (1) (a) of the GDPR)

[bookmark: _6iyzw3u82d9e]Who has access to your information? 
Your information will be accessed by a limited number of researchers in Crest, Birkbeck University and the Police Foundation’s research team working on this project. Crest may disclose your information to third parties in connection with the purposes of processing your personal data set out in this notice and your data may be stored on servers located within the US. At all times, your data will be treated in accordance with the Data Protection Act (2018) and UK General Data Protection Regulation (GDPR).

These third parties may include suppliers and subcontractors who may process information on behalf of Crest. These third parties are known as data processors and when we use them we have contractual terms and policies and procedures in place to ensure that your personal data is protected. This does not always mean that they will have access to information that will directly identify you as we will share anonymised or pseudonymised data only wherever possible. Data processors may choose to store data in servers based in the US. We remain responsible for your personal information as the controller. 

We may also disclose your personal information if required by law, or to protect or defend ourselves or others against illegal or harmful activities

[bookmark: _v8su94srmxn6]What will we do with your data? 
The data collected will be used for research purposes only. Interview data will be anonymised and analysed to inform the project findings. Research findings and interview data will be published in the project team research report.

Your personal data will be securely deleted within six months  of the project completion.

[bookmark: _ku5bz4pf9ncv]Your legal rights 
Under certain circumstances, you have rights under data protection laws in relation to your personal data, including rights to: 

· Request access to your personal data: this enables you to receive a copy of the personal data we hold about you and to check we are lawfully processing it. 
· Request correction of your personal data: this enables you to have any incomplete or inaccurate data we hold about you corrected. 
· Request erasure of your personal data: this enables you to ask us to delete or remove personal data where there is no good reason for us continuing to process it. 
· Object to processing of your personal data: for example, you can object where we are relying on a legitimate interest (or those of a third party) and there is something about your particular situation which makes you want to object to processing on this ground as you feel it impacts on your fundamental rights and freedoms. 
· Request restriction of processing your personal data: This enables you to ask us to suspend the processing of your personal data. 
· Data portability: Where the processing takes place on the basis of your consent or contract, and is carried out by automated means, you have the right to request that we provide your personal data to you in a machine-readable format, or transmit it to a third party data controller, where technically feasible.
· Right to withdraw consent to the processing of your personal data: This applies where we have relied on consent to process personal data. Please note that withdrawal of consent will not affect the lawfulness of any processing carried out before withdrawing your consent. 
· Right not to be subject to decisions based purely on automated processing where it produces a legal or similarly significant effect on you. 

If you wish to exercise any of the rights set out above, please contact the Data Protection Officer with your specific request by email to: roderick.brenninkmeijer@crestadvisory.com

Ordinarily, you will not have to pay a fee to access your personal data (or to exercise any of the other rights). However, we may charge a reasonable fee if your request is clearly unfounded, repetitive or excessive. Alternatively, we may refuse to comply with your request in these circumstances.

We may need to request specific information from you to help us confirm your identity and ensure your right to access your personal data (or to exercise any of your other rights). This is a security measure to ensure that personal data is not disclosed to any person who has no right to receive it. We may also contact you to ask you for further information in relation to your request to speed up our response.

We try to respond to all legitimate requests within one month. Occasionally it may take us longer than a month if your request is particularly complex or you have made a number of requests. In this case, we will notify you and keep you updated.

Please also note that we can only comply with a request to exercise your rights during the period for which we hold personal information that directly identifies you. If we have only collected pseudonymised information (e.g. where we have not collected any names or contact details) or personal data has been irreversibly anonymised and has become part of the research data set, it will not be possible for us to comply. 

[bookmark: _nebyzjlz655t]Contact details 
Crest Advisory (UK) Ltd is the controller and is responsible for your personal data collected in connection with this project. If you have any questions about this privacy notice, including any requests to exercise your legal rights in relation to your personal data, please contact our Data Protection Officer (DPO): 

Post: Crest Advisory, 2 Bath Place, London, EC2A 3DA
Email:  roderick.brenninkmeijer@crestadvisory.com

You have a right to make a complaint at any time to the Information Commissioner’s Office (ICO), the UK supervisory authority for data protection issues. We would, however, appreciate the chance to deal with your concerns before you approach the ICO so please contact us in the first instance.
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